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Session Agenda

 Introduction and Overview

 Role & Structure of Threat Assessment Teams in the 
Virtual School Setting

 The Threat Landscape in the Virtual School Setting

 Operation of Threat Assessment Teams in the Virtual 
School Setting

 Sustaining Effectiveness of Threat Assessment Teams 
in the Virtual School Setting

 Summary and Q&A  

Role & Structure of
Threat Assessment Teams 

in the Virtual School Setting

Question:

Are schools and school TATs obligated 
to address threatening or aberrant 
behavior that occurs in the virtual 

classroom or workspace?

Answer:
YES!
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Legal Authority & Responsibility

Virginia law (§ 22.1-79.4) requires threat assessment 
teams for public schools:
 Each local school board shall adopt policies for the 

establishment of threat assessment teams
• Including the assessment of and intervention with 

individuals whose behavior may pose a threat to the safety 
of school staff or students.

• Consistent with the model policies developed by the 
Virginia Center for School and Campus Safety in accordance 
with § 9.1-184. 

• Such policies must include procedures for referrals to 
community service boards and health providers where 
appropriate.

Slide 7

Question:

Do Threat Assessment Team
structure & responsibilities change

in the virtual school setting?

Answer:
NO!*

Threat Assessment Teams: Structure

 The superintendent of each school division shall 
establish a threat assessment team for each school.

 Threat assessment teams may serve more than one 
school (as determined by the superintendent).

 Each team shall include persons with expertise in:
• Counseling
• Instruction
• School administration
• Law enforcement

Slide 9
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Threat Assessment Team: Structure

District Oversight Committee (Optional)
 Can be existing committee
 Shall include individuals with expertise in:

• Human resources
• Education
• School administration
• Mental health, and
• Law enforcement

Slide 10

Practice Consideration:

How has being in 
a virtual school setting

impacted SRO / Law enforcement 
presence and availability?

Practice Consideration:

How has civil unrest 
impacted SRO / Law enforcement 

availability and engagement?
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Threat Assessment Teams: Responsibilities

Each threat assessment team shall:
 Provide guidance to students, faculty, and staff on 

recognizing threatening /aberrant behavior that may 
represent a threat to the community, school, or self;

 Identify members of the school community to whom 
threats should be reported;

 Implement policies adopted by school board for 
threat assessment;

 Report quantitative data on its activities according to 
guidance developed by the Department of Criminal 
Justice Services.

Slide 13

Threat Assessment Teams: Responsibilities

Upon a preliminary determination that a student
poses a threat of violence or physical harm to self or 
others, the team shall:
 Immediately report its determination to the division 

superintendent or designee
 The division superintendent or designee shall 

immediately attempt to notify the student's parent or 
legal guardian. 

 Nothing in this subsection shall preclude school 
division personnel from acting immediately to 
address an imminent threat.

Slide 14

Threat Assessment Teams: Responsibilities

Upon a preliminary determination by the threat 
assessment team that an individual:
 poses a threat of violence to self or others or
 exhibits significantly disruptive behavior or
 need for assistance, 

a threat assessment team may obtain:
 criminal history record information, as provided in 

§ 19.2-389 and § 19.2-389.1, and 
 health records, as provided in § 32.1-127.1:03. 

Slide 15
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Threat Assessment Teams: Responsibilities

 No member of a threat assessment team shall 
redisclose any criminal history record information or 
health information obtained pursuant to this section 
or otherwise use any record of an individual beyond 
the purpose for which such disclosure was made to 
the threat assessment team.

Slide 16

Virginia CARES for Schools & Campuses
 Threat assessment & management programs are part 

of a larger, on-going approach to support school / 
campus health, safety & well-being which are sustained 
and enhanced through:
C: Caring & connection to build a positive climate;
A: Awareness of resources & reporting options;
R: Recognition of and response to threatening, 

aberrant, and concerning behaviors;
E: Engagement with the community and with persons 

(within the school or campus) for whom there is 
concern; and

S: Support for each other.
Slide 17

Essential Elements of an Effective 
Threat Assessment & Management Process

Organizations must have a systematic process that:
Utilizes a robust & relevant multi-disciplinary approach, 

capable of addressing all threats;
 Enables centralized awareness of developing concerns 

through active outreach programs & consultations; 
 Facilitates a thorough & contextual assessment;
 Implements proactive & integrated case management;
Monitors & re-assesses case on a longitudinal basis; 
 Conducts all practices in accordance with relevant laws, 

policies, and standards of practice;
 Adapts to challenges & changing needs.

© Deisinger (2007); Deisinger & Nolan (2020)
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Collaboration with Community Resources

Considerations for the Virtual School Setting
 Community resources may be more critical for:

• Early identification of concerning, aberrant or threatening 
(CAT) behaviors.

• Interviews & fact gathering
• Crisis intervention and direct service
• Monitoring 

 Engage & collaborate with staff, students & parents
 Review & update MOU/MOA with:

• Law enforcement
• Community services

Slide 19

Foundational Guidelines

 Follow your school policies and procedures
• Consider if any adaptations are needed
• Document changes in process

 Follow guidance from Virginia Center for School & 
Campus Safety.  

 Sustain & enhance community collaboration
• Consider community-oriented threat assessment processes

Question:

Has the threat landscape changed
in the virtual school setting?

Answer:
YES!



11/6/2020

8

The Threat Landscape
in the Virtual School Setting

Context

Environmental Factors Impacting the Threat Landscape:
 COVID-19 pandemic

• Remote work and school
• Economic impact
• Job loss, change
• Personal / familial stressors
• Death or impairment
• Politicization of response

Implications of Physical Distancing

Increased

 Social isolation

 Stress & anxiety

 Uncommitted time

 Engagement with online 
activity

 Domestic/familial 
violence(?)

Decreased

 Routine

 Contact & engagement

 Collaboration & support

 Supervision, monitoring, 
& guidance

 Access to & utilization of 
support services
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Context

Environmental Factors Impacting the Threat Landscape:
 Civil unrest

• Diminished trust in government
• Concerns with role & operations of law enforcement
• Diminished tolerance for injustice

 Political tensions & divisiveness
 Misinformation & disinformation
 Longevity & unknowns

Environmental Factors Impacting the Threat Landscape:
 Opioid Crisis

Context

Environmental Factors Impacting the Threat Landscape:
 Firearms sales

Context



11/6/2020

10

Environmental Factors Impacting the Threat Landscape:
 Suicide

Context

Threat Landscape in the Virtual School
Considerations regarding the threat landscape:
 Multiple stressors
 Cyber-bullying and harassment
 Hate crimes
 Fear based reactivity
 Suicidality
 Domestic/familial violence
 Politicization of administrative decisions
 Extremist exploitation of fear & dissension
 Subject access to means
 Weaponization of COVID

Operating Threat Assessment Teams 
in the Virtual School Setting
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Question:

Are there additional considerations 
when operating 

Threat Assessment Teams
in the virtual classroom
or work environment?

Answer:
YES!

Secure Environment: Privacy

Consider the Privacy of your Physical Environment:
 FERPA still applies to educational records!
 Private location?
 Visual

• Who on your end can see the screen(s) or materials?
• What can people on video calls see in your background?

 Auditory
• Who on your end can hear the conference discussion?
• What can people on video calls hear in your background?

Secure Environment: Virtual

Cyber Security Risks:
 Viruses / malware
 Distributed denial-of-service (DDoS)
 Ransomware
 Phishing
 Zoom bombing
 Data theft
 Identity theft
 Inadvertent disclosure
 Apathy and frustration
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Secure Environment: Virtual

Phishing messages or links regarding:

 Missed meetings

 Canceled classes

 Account activate / re-activation

 Redirect to malicious website

Secure Environment: Virtual
Considerations for the Security of your Computers:
 Keep computer updated

• Operating systems
• Antivirus software

 Encrypt data
 Delete unnecessary data
 Protect access

• Password, PIN, etc.
• Two-factor authentication

 Separate logins on shared devices
 Lock screen if stepping away momentarily
 Log out of shared devices when done
 Follow information security policies for use

Secure Environment: Virtual

Consider the Security of your Virtual Meetings:
 Use secure connection – Do NOT use public Wi-Fi
 Control access to web conferences

• Ensure that “public” setting is turned off
• Password or limited access to designated attendees
• Send meeting links direct to invitees, not shared publicly

 Host controls screen sharing
 Keep remote applications updated
 Monitor/control camera & microphone settings
 Follow information security policies for use
 Provide a guide for users
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TAM Opportunities in Virtual Environment

Benefits of the Virtual School / Work Environment
 Recording of virtual classes / meetings

• Direct observation of reported behavior
• Direct consideration of context
• Preservation of evidence for relevant action

 Chat/question features in virtual classes
• Preserves data for consideration

 Direct monitoring of case

Sustaining Effectiveness of
Threat Assessment Teams 

in the Virtual School Setting

School Climate

Considerations Regarding School Climate
 Virtual climate matters too!
 Encourage staff to actively engage with staff, students 

& parents/guardians
 Focused engagement with those at risk
 Build positive, trusting, supportive relationships
 Model support, encouragement and positive attitude
 Encourage all to care for others AND for self!
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Outreach and Awareness
Considerations for Engaging School Community
 Enhance access to online training

• Cyber security
• School safety and well-being
• Mental wellness & suicide prevention

 Emphasize mutual accountability and responsibility
 Update / Emphasize means of reporting
 Threatening, aberrant or concerning behavior occurs

• In person
• Online

 Encourage early/timely reporting
 Emphasize TAT process is a HELPING process!

Providing Guidance to Staff & Parents

Considerations for Staff and Parents:
 Adult modeling of effective coping

• Acknowledge emotional impact and challenges
• Monitor language so as not to unduly heighten anxiety
• Emphasize sustained support and collaboration
 “We will all get through this together”

• Take care of yourself!
• Know when you need support or assistance

 Be engaged
• Help children and others express reactions
• Normalize reactions to stress & anxiety
• Provide support, love and care

Providing Guidance to Staff & Parents

Considerations for Staff and Parents:
 Provide structure & consistency

• Routines can help reduce anxiety and enhance control
• Encourage healthy lifestyle regarding
 Sleep
Diet
Exercise
Recreation & self care

 Monitor for concerns
• Changes in behavior or mood



11/6/2020

15

Challenge: Policy in Virtual School Setting

Developing Challenges:
 Application of Policy in Virtual School Setting

BTAM and Information Integrity

Developing Challenges:
 Information Integrity

• Misinformation: False/inaccurate
• Disinformation: Malicious

 Digital data integrity
• Deep Fakes 
 See: https://www.youtube.com/watch?v=T76bK2t2r8g

• Voice Cloning

Interviewing
Considerations in Interviewing:
 Utilize effective approach:  PEACE Model

• Plan & Prepare
• Engage & Explain
• Account, Clarify & Challenge
• Close
• Evaluate
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Interviewing

Considerations in Interviewing:
 In-person or remote interview?

• How, where, when and By whom
 If remote interview

• Secure web-based communication
• Video conference if possible
• Phone (hide personal number)
• Two interviewers if possible
• Record interview

Engagement with Parents/Guardians

Considerations in Parental Engagement:
 Communicate early and clearly
 Emphasize TAT as helping process
 Request and encourage assistance

• Document efforts to engage & response
 Engage with regarding action planning
 Involve other relevant resources as appropriate

• Law enforcement
• Child protective services
• Community services board
• Substantial risk orders

Holistic Case Management

Considerations in Case Management
 Holistic approach using STEP framework

• Subject
• Target
• Environment
• Precipitating events

 Engage staff/parent support with interventions, e.g.:
• Modeling effective coping
• Providing support
• Addressing concerning behaviors: timely & consistently
• Reduce access to means
• Supervision and monitoring
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Holistic Case Management

Case Management Challenges
 Basic needs (food, shelter, financial resources)
 Access to treatment and support services:

• Online support groups
• Teletherapy / telemedicine
• Collaboration with community providers

 Monitoring of subject:
• Parents/guardians
• Community provider (release?)
• Community outreach programs
• Law enforcement

Planning for Return to School

Issues Impacting Return to Physical School / Workplace:
 Job loss or change
 Sustained fear/apprehension
 Structure: Impact on connection & awareness
 Quality of work experience
 Weaponization of COVID in the workplace
Considerations:
 Engagement

• Communication
• Empowerment
• Responsivity

Caring for the Caregivers

Considerations for Care of TAT members:
 Sustain support and care for each other
 Communicate directly and respectfully
 Have time to do the work well
 Debrief challenging cases

• Technical issues
• Personal challenges

 Celebrate successes
 Utilize support resources
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Summary

 Virginia law requires school threat assessment teams 
to assess and intervene with individuals whose 
behavior may pose a threat to the safety of school 
staff or students, whether in person or virtually.

 Role and structure of threat assessment teams is 
largely the same in a virtual school setting.

 The threat landscape is impacted by social context 
and the virtual setting.

 Operations of threat assessment teams need to adapt 
to virtual setting.

 Effective caregivers exercise good self-care in 
challenging times.

Resources
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and-podcasts/covid-19-resource-center
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